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Traditional SSL:
Server CPU handles all S5L processing, leaving only

20% of CPU capacity available for business applications.
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nCipher Acceleration Products:

M Business Applcalons 20%
M S50 Inigation 60%
S5L Throughpur 20%

Dedicated S5L cryptography card handles 550 initiation and CPU handles
S5L throughput., leaving 45% CPU capacity for business applications.

<" | S5L Initiation SSLThroughput

nCipher Ultra Products:

M 551 Inigiation 10%
S5L Throughput 45%

SSL-enabled network interface card handles all S5L processing,

ensuring 100% CPU capacity for business applications.
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M Bansiness Applicaions 100%
W S55L Initation 0%
SSL Throughput 0%



Solution by nCipher
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Windows 2000

Windows 2003

Windows Sepeer 2003

Linux - Kernels 2.2 and 2.4 and a wariety of Linux
distributions including Redhat 710, 7.1, 7.2
Solaris - Solaris 7,8, 9

PO Card 3.0 in x 8.0 in (762 mm x 203.2mm)

10J1000 1000 - BaseT Ethernet [RJ4E)

Pl w2.2 and PCI-X 1a Bus Connector upto 133 MHz
Operating voltage +5 volts

Typical power consumption: 17 watts

Opzrating Temperature; 10-55 degrees centigrade with
airflow (200 LFM recommended)

S5L30,TLS 1.0

Fully offloads S5LTLS processing incduding handshaking,
recard handling and all crgptography

Supports S5L V30, TLS V1.0 [RFC 2248)

Stores up to 256 certificates

FEd: 1024 bit, 2048 -bit and 408E-hit, public and private

key processing
ARC4, DES, 30ES, and AES bulk cipher algorithms.

Up to 10,000 F54 551 handshakes per second
[ 1024-hit FSA decryptions]
300 KMegakit Full-duplex throughput
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Full-duplex 1001001000 R -45 Ethernet network interface
Handles [EEE 8023 (RFC 1042) or DI [RFC 394] frames
Supports [EEE 802.3, B02.3u, BO2.3x, BOR.3z, and B02.3ac
Etherret specifications

Supports MTUs up to 1500 bytes

Pazs-through of IEEE B02.1q VLAN tags

Processes |Ped [RFC 791) datagrams

Pass-through of IP header fizlds such as
sourcedestination sddresses and Type of Service [TOS]
Caloulates and verifies header checksums

Supports limited ICMP meszaging [RFC 722)

Mion-35L traffic can be passed through unaltered to host
or blocked

Terminates TCP strearrs from clients and to servers
[designated S5LTLS connections)

Supports standard TCP functiors per RFCs 793, 813,

and 1122

Extractsfinserts S5UTLS records

Supports transparent pass-through of non-S5LTLS traffic
Segmentation ard reassembly (including reorderingl
Perforrres TCP port trarelation [source andfor destination]
Caloulates)verifies pseudo-header checksums

Fast Retransmit/Fast Recowery [RRC 2581)

Rowrd Trip Time Estimation [Karm's Algarithm]

Slow Start [RFC 896

Window Scaling (RFC 1323)

FOC: CFRA47, Part 15, Subpart B, Class &
CE: EM 55022 Class &

EN 55024-1
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