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5. A LAREIRFHIAE email o, fEZEIIEEAREHAY -

PGP fin% TR &xAs

PGP N HRASHE P BB R AZ AT AR B S I A + B R EABE=T &
{EfEE 2 - CHAERBIER L £BKE RS 80%(E A EAENHEA B EIE LI
HESRB AR E R -

PGP Desktop #K#ELIREM 2 » HEH FIFE RS - R PGP £ 2 FHIEE =00
&, ALl SeE A —4H Key Pair » {RAJDUEIES IR RIS » R4 S EHEEH
TR EEAR ISR N E = 2048bit RSA Key ' i& key pair BIFE— 28 fr— S FL58 -
IRt AT DUEE AR AR 2% key pair 5] DA—{HH key pair ¥ —1[ email &= » 5 75 % email
iR= - MSRARAE R AN R - (H 2R key pair RERAELEC » FRIFIRED
BRET - FlEEIRE& T DRE H CESEEIVER T DR RAEE R A 73 =
FLREERL IRAE MM A IR AN 88 - R BT DL Export B CLHY A BB 4A IR BR G &%
8] DL {2 PGP #Y/A\ 4@ {51 28 (PGP Global Directory Key Server) » FHZEELR T #H
B AR AT DA TR 5 - S B {EE AT PGP T E=H=H o] ASERHY -
BE N AR IR 7 AR A $8 Import #E3K > PGP EZE#EAY All Keys Gt EH T
A IRt AT LUK key pair (BERA88) AT USB Token # - & (R FI AL S0
BT AL Token » Wi AEERES » EAEME LS -

(B PP Desktop - allkeys NN | —— =t~
Eile Edit View Tools Keys Help
'tﬂ Mew PGP Zip S'—;'r Werify PGP Zip Ej’wul Shred Files .,:g\ Search for Keys z%’;\ Sync Keys
Find:

y ol
| -6 ‘ MName Email Verified
o My Private Keys ©, aptech (7]
, Search for Keys (]

“.. conexant_key (=]
G Email this Key La fred . o fred@asiapeak.com .
I, PGP Global Directory Verification Key 9
<y, Sigurd Microelectronics Corp. . o9
) DD R "
gt PGP Messaging ©i, Steve Chang Sttt &
B ), test2 test2@asiapeak.com (V]
j PGP Z = [=] test? test2@asiapeak com o9
@ | PGP Zip
4» test2<test2@asiapeak com>
a ¢ fred <fred@asiapeak.com=
5 PG B, Xander testl@asiapeak com [+ ]
1 Xander testl@asiapeak.com 7]
0 PGP NetShare - s
1 key(s) selected

PGP fEfI$5— « BT BN

EOFHVETETFRNERAB DL grgIEsEIETE PGP 7] DIE
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TRATLLE CaE S 2 BER » BIsneE A2 - 15 NS Ryl IS iE 2N el
wE > HAEN A LA ZEGEHEE B IRAAZIDIM AN » IRAZH# PGP
Mail Proxy service $17%] » PGP BLIKIR G EHVEEE B BT » PGP gHkiuz i A

A SEHEARAIEE NS - BARE ARSI EE T BT
PGP WL EZE R > e IR Ak ss S # R R Y AR EC
HIRL SRR IEEM N - BATAEIEESH PGP I H 12 HENATT -

R AT DI PGP Mail Proxy Service » #RE & B LAY A Notepad 2 81 T B4R
FENSC > FR1% 4% PGP Icon #Ef% [Current Window] » FH#E#E [Encrypt & Sign] I,
[Encrypt] > it & HIRARERSHERRTA A fm0y NGERIREERE > (R USRI E A - 2Lk
NitE o] AR I N -

e —

“L1 PGP Desktop - Key Selection Dialog @
Drag users from this list to the Recipients list Verifi Size
faptech S04
nnnnnnn it_key 1024
Sigurdl Microelectronics Corp. <sge@sigurd.com e 2048
Steve Chang steve@aslapeak.cum > e 2048
test2 <test2@asiapeak.com> o 2048
Xander <testl@asiapeak.coms> o 1024
=R <ymhsu@nce.goviw> © 2048
Recipients Verifi Size
fred <fred@asiapeak.com> o 2048
i
[C] secure Viewer
[[] Conventional Encryption

DAEZHTE RN NEFTR > FEHEERE] eMail #25 HETA -
T EeE-nEE R ¢ s =)

BED [EE® #I0 B8RV FEHO

“1
----- BEGIN PGP MESSAGE-----
Vergion: PGP Desktop 9.6.3 (Build 3017}

qANOR IDBwEwDk 7T =0RLI 13MER /v 1y+ 524X FE1JL7 ) IDVAVSK3burkwED92x] v/
RobTE 1/ AR+ TDwqI £/ felBfnu] 19:CH jHvEpMEvbr5aErdD]c] 16uGel iBfF+a5]
uCvB99¢ ibleepxf ORfWpELEME2NG vPECK T pEp iEs+ynrz9pTeke ID10AS i v]F4Y
pdb+awf3z8ri6uiZoedGDaelS 10AR jKbLynZbbulw jL/ IEAMMfCYESKr j LE 110
Ja3POE LN IwpeR Pw vV nGN L rbC22PEMOY mv ] OB vnxwKelolzy6be¥P i/ 00Gdz0kOP g
804 j eH0w jZ0FebPu]eDke0T0taPudVLHetHH7 12 in/ gEtWE40 10BB Ewwi 8 1 onb
wiyHtx iN4Ze 15vbA0zGT yHRENANT vr3nLqEek fVtHwTvz+ cHOHDg=zPSp iKBO4 i bh
IUSNrdT159RcZy4gW76achhgh9kIskadJO:

WERAR R ZI AR B0 —iR B 1R (EfE) - 2UEitE ey CAD/CAM 12 »
BE — A HY Office f82€ » IR DIE RS ZRRE Mg ERAaHE - BEEEPGP

Desktop] » Z41%88282 [Secure -+ with key-+-] » PGP 15 &kt s {88 3 ] Bl L
TERY N (2:88) > ERREZMBIIEER - E— IR/ NOFEAT > R AA
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FEIREE R AR it AT TR E -

/1100703719008 mee 41KB
1100703720 45 KB
£)110070372Ljpg  EH(E) 47 KB
= 1100703722)p¢  pep packiop v Add "1100703720,pg" to new PGP Zip...

= 1100703723 jpg

= 1100703724 jpg BRI S Secure "1100703720jpg" with key..

= 1100703725 jpd =TT Secure "1100703720,jpg" with passphrase...
= 1100?03?2549& 200 Encrypt to fred <fred@asiapeak.com=

i=| 1100703727 jpg Sign as fred <fred@asiapeak.comz>

=/ 1100703728 jpg BuUEEES)
=1 LN TN T 0 e ?Hp%(D) Add "110’0?03?20.][39" to PGP MetShare...

I BEERSMBERR - : B
. . .
E ExazEM) PGP Shred "1100703720.jpg

AZE(R) [IE ETTHE: 2008/2/12 T 10:24

PGP {E FI5seF5 — I F EE BRRR A% (Virtual Disk)

RGN BRI EE R K%T BARNEI LI EERNAN)EAH
UNGIEDS ‘Lﬁb 20k} o FrABIE RS K ~ ERSHE ] ~ EEaa A sk - i
NHELESEERING < 3% - S22 IEAHEER A JTEER - (22
PGP HYRE AR I D RE 7T DAZA 4 XA -

] DL e R L 2e R A M By — T B WA - T B AR RS 25 R BRI T 2
sy HAIRE CEGE W EE & o] KR AA s B = IR & A sE g A s i
Bt o (B RER Rt RS 280 o] AR R E > Il 2 ny e HAR fE 0 B — ﬂx’fﬁ
U > AEE(E R Word, Excel, Photoshop B AE EE FHZ A TR E
ERNZHE > R Fy PGP H BE i S R I TAE -
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File Edit View Tools Disk Help
| |
'tn MNew PGP Zip GI"_Jr Verify PGP Zip m Shred Files ,‘_g\ Search for Keys (%‘-) Sync Keys Find
P\
“J:f\ GP Keys 4
|;,"- PGP Messaging < Disk Properties
Name FRRIEME ped
:’j PGP Zip < Disk File Location C:ilsersfediDocuments
Capacity Drmamic {resizable) up to 100% of available free space on C:A (12.0 GE)
| Ehl PGP Disk v Mounted as G
| | Format FAT32
Encryption LES (256 bits)
I Mew Virtual Disk Status Virtual Disk Mounted
B Encrypt Whole Disk [ Momat at startop .
— ) Mmoot when insctive for ming
@ PGP NetShare <
User Access
I Enter the username or email address of a key ‘
I ‘ v‘ st Add User Key...
LY fred <fred@asiapeak.com> s a8 New Passphrase User
F 421 Change Passphrase...

MSN Jz Skype ZFR[RFaH /S #AGH H GRAIIRECER IR E MK - IEtE TEF 2 4edk
HEEIE L — - el B E LR s i L BT R NI AR AR -

BT E R4 Outlook ~ Outlook Express 2 - kiU EEC S #i{y » HEE
EREZME. » F140 Outlook f2.pst £ » 1= tbBE T E0 {45 2@ E G i TR SN
= o FAEE - B A EE#E A Copy FEIE?

PGP fEHIEI5 =  fEFINE L BRMETIRE

AR R TR 7 H kAR Z NN 241% (45 (eMail B¢ FTP 55) > {RE 2R H]

LA WinZip 3¢ WinRAR %5 T BARAY &S OReE - (HENIEEEIARSY » [FRF &S
W ATREHIBE] > IS BN EE A RIS 2 B R A bR - PGP AIFE (&2
SRV E - AR5 PCP > IRIEZ(E IS TR A SN > AR R o
EEGZ N BEIIASE A BA T — AP B R RL bR ] DU 15 L AR
% > i RSA 2048 bit JIFHEEVANIE) » FrblbiZi 4 I # &R AR A

RS EE - PGP [ERFE RRHAE ZE BR 4 -

W 7795 PGP B » {RE] LA Self-Decrypting Archive(SDA) » PGP &K {1k
i AN M&(E B SR I ERE 2L > W & o] 3 B E B TiE 728
TN S AINE HI S 7 iR 0 25
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PGP Zip Assistant

@il [ Encrypt

Choose how you want to encrypt to your recipients. If you are unsure of a particular option
dick it to see an explanation below.

Select temns @R

Encrypt- I have keys for all redpients {most secure)
Sign & Save .
Finish () Passphrase
- I don't have keys for al redpients, but they all use PGP Desktop

() PGP Self-Decrypting Archive
Redpients do not use PGP Desktop

(") Sign Only
Create a PGP Signature file (no encryption)

Use this option if you have keys for all recipients (on your PGP Desktop keyring, a

keyserver, or the PGP Global Directory). It offers the highest security. If the encrypted
file is for you, you must have a keypair created using PGP Desktop. If you do not, dick
Cancel to stop this PGP Zip Assistant, then choose File-=New PGP Key.

fEEeTEn:) (&5 ) (&8

PGP {5150 : BEFERERE 1% (Whole Disk Encryption, WDE)

KERy NEFIE > Windows HYE A S UENTE TR /NARY - EIRAYERSE K
I > TRREIRY A ATLUR BIRY BRI AR IS B R A - SR
EER S FEEe AZER - HATEEIE a4 - 540 BEtRERE S RE
AYERPE » — A0 EEERE ABFE T T -

PGP =WERE N A LA RE St ~ S (RERR ~ B Partition « FEFEREHEINE -
BERE I R P A RIS (LN - DR 55— bess T4 se g -
R EREAARERR % > FEBAPRET (Boot) & 22K 555 My A% Hi5(2idd AL USB Token)
WIFZH MERERR B Partition 1% > RIAT{EH PGP &R -

SRS NN U

File Edit View Tools Disk Help

*7] New PGP Zip @l’ Verify PGP Zip

m Shred Files | ,»;g\ Search for Keys r%) Sync Keys Find:

| ‘\?? PGP Keys “ | L Encrypt Whole Disk or Partition

| G} PGP Messaging P | Select disk or partition to encrypt Encryption Options
@

Meaxdmun CPU Usage

@| PGPZip < | 50 {reduses tims b enciypt)
s - g;zpazfgtabﬂ Power Faiure Sofety
|sf,‘_ PGP Disk . D:HP_RECOVERY T T B AT
= = s 107GB
W1 AR pg __ H:3.8 GB Removable Media
El %422 ysg Bus: sanDisk U3 Cruzer Micra USB Device
) New Virtual Disk ___ H:Partition
= e 33GE
| ) PGP NetShare “ |
e User Access

Enter the username or email address of a key

[ | eAdd User Key... I

sl MNew Passphrase User_

Click Mew Passphrase User to add users @ Change Passphrase...

O Delete User
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PGP IS5 TL  SERRRARR I

DL A sk R BRI A {3 FH Y EE S (Desktop & Notebook) » #1552 T/EEE4H & FAIFE
F (el eR B BRI fra R INBUE? & 2R IMEREIR T —&
PKI-like HYZ 2 247 » BEZR L 2HIRAEFR] - PGP NetShare /& {872 FIRY AN
FTHE - I rE st A0 B N AR — > BB R RS » F
B IHREEERRIIERAE AR AMREREESEREGEIHEEEIRM
HY) » PGP SRR AT EERRVE RN - A A RER S & (A e 2 98
HIEZ FLgE) A REB RIS -

PGP NeiShare

PGP BESktﬂp PGP NetShare Assistant

This assistant will help you encrypt a folder For sharing with other PGP Desktop
users in a network environment,

Enter or confirm the folder path you have selected below, You may enter a short:
description ta help vou organize your shared folders in PGP Deskkop.

!| | [ Browse...

<t—#m| [T#m:| [_FTE_] ELE]

PGP fEREIT7N * BUEMIERER

fR—EMIE » Windows HYMHFRTE ZEAVEIEILA E HAVEHIRRERIARR - & EH
ZE T EREIARE o T DU FEUEIAK © R TRE AT » #4[shift]## FF Delete B
Windows & {12 & ok AMBRIEZE - (EEHAIMIER 718? FEE R —(E S mFR=R
FE 2Bl T B #RAG 41 FinalData  #5 m] DAFHEAE 2<% 012 B3 2A8 20 b (Format) -
THEPR IS - #A RS 0] DS R R ZE R A PR - (iR A g S A T
TR MR 28 (1818 25 B RF R 4 Format 12!

PGP Shredder T-E. 1] DIEHAE R N A58 2 56F » BI{ER{E A FinalData % T EZ AR,
[OfE%E > FREERIEELN - A ENEEH IS ERNELS - £/ PGP
Shredder 1R %) » FZEMIPRAVAE ZX HE I E ] 5 EIHY PGP Shredder Icon @ BOE HH#AE
FEZEAEE T E B TR > FF3EE[PGP Desktop] [PGP Shred 2 {Ef&ZE]RIH -
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&hiom

(% IR ERIE R E
HAVIIEE
BRI -

e O —(E R 05 B B > 40{n] A5 (i EE A
K SRR ENASEELR » SR T BEREERT? PGP A1E
ADK(Addltlonal Decrypting Key) » 47 PrE 12 7 Skt -

BT ANREE(# H Apple Mac 1428 » PGP Desktop .57 #& Mac OS HITEZE £4% »
i A #E 77 L AL B Windows &1 »

Bl & 2 Ao - EME A E RS IRER (Desktop) BEL £ BE(End-to-End) Y &
B 2HIFRRAKER » PGP Desktop T H /2 N $EAYEERE < PGP 75 30 K5eFDhAER
B BT HE R Rt R & (http://www.pgp.com/downloads/desktoptrial2.php) ° & &
FEA G2 R LURHY (http://www.asiapeak.com/pep.php)

PGP Desktop Email 9.6

Vendor PGP Corporation
Price $62peruser/year

GP Corporation has been
P at the top of the market in
email protection ever since
it was first introduced as freeware
in 1991. Since then it has matured,
had several owners
’ and now has its
5 own home again.
SICIYALEE The results over the
2NN past two vears have
been excellent. PGP Corporation
has kept the problem of encryp-

tion to about as transparent a
process as we can imagine given
that there needs to be at least some
user intervention.

PGP Desktop Email is a bundle
of encryption products in a single
package. Among those is email
encryption. When one buys the
product, the license key activates
the software for only those features

purchased. Feature sets are easy to
upgrade. Simply purchasing the
new features — whole disk
encryption, for example — causes
a new key to be generated. Simply
insert the new key in place of the
old one and the product is upgrad-
ed. There is no need to reinstall. In
fact, we attempted a reinstall over
a previous installation of whole
disk encryption and the product
refused our efforts with no damage
to the existing installation.

The product is simplicity itself to
use. Onee installation is complete,
including a very simple key genera-
tion process, the product is ready
to configure. Thisis done through
palicies that dictate the behavior
of the encryption and digital sign-
ing to the granulasity of an individ-
ual recipient if desired. Broader
palicies are equally simple to
implement. For example, a policy
that says “sign all email by default”
signs transparently to the user,
including caching the user’s key at
start up.

Documentation is as one would
expect from PGP Corporation,
very good. There is a short but
comprehensive quick start guide
and additional documentation is
available on the PGP website.
There is a variety of support

options for users of most types —
from individuals to small business-
es and larger entities. The support
portal is quite complete.

Priced starting at $62 per user
per year, PGP Desktop Email isa
good value. However, for true
enterprise use it requires PGP
Universal™ Server at an additional
cost. PGP Universal Server allows
full corporate management of all
PGP encryption applications.

SC MAGAZINE RATING

Features *hk kK
Ease of use Hh A Ak
Performance *hk ke
Documentation S B AR
Support P R B R

Value for money ko hk

Strengths Avenerable product that
behaves well and does exactly what it
claims to do smocthly.

Wealknesses Can become a bit pricey
in large enterprises. In this case, get the
product package and get the product's
full benefits.

Verdict Afirst rate product that fits
into most environments cleanly. This
product continues to set the standard
for pure email security in an enterprize
emvironment. We rate it our Best Buy.

Avenerable product
that behaves well
and does exactly
whatit claimstodo
smoothly.

eter Stephenson
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