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Bloombase StoreSafe 

× Bloomabse , Host Bloombase Storesafe

Storage. Bloombase Storesafe Strorage

, , , 

Host  

 



Bloombase StoreSafe 

× Host , Storage , Bloombase, 

Storage , Bloombase Host. Host

( DBMS) (Transparent), . 

. , 

, Bloombase , Storage . 

 



Bloombase StoreSafe 

×Bloombase Storage

 (Data-at-Rest), 

Bloomabse , Bloombase Host

. 

× Bloomabse Look-Aside

( ), , Bloombase

Host Storage . 

Bloomabse Host Storage

. 



Look-Aside Deployment 
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Pass-Throgh Deployment 

 



Thales e-Security 

× Encryption is only as good as the protection of its keys 

×

̢ APT( )

̢ 

× (Keys)  

  

 

̢ 

× HSM 

Thales HSM

Thales HSM

FIPS140-2 ̢ 

×

̢ 

 



Bloombase + Thales 
× Secure Tape Backup Soultion for AS/400, Unix, Windows Server 

- Encrypt and Decrypt sensitive backup data on-the-

fly, by Bloombase Spitfire StoreSafe

- Generate and store encryption key(s) securely in 

Thales FIP140-2 level 3 HSM

- Provides encryption over Network File System 

connectivity, NFS for AS/400 System-I  servers

- Shorten AS/400 backup time Windows, backup 

speed from 10 MB/s upto 250 MB/s, depends on 

network speed

- Backup encrypted files to LTO5/LTO4 tapes

- Restore encrypted files from LTO5 tapes to 

application servers transparently

- Compatible to ANY backup software

- Compatible to ANY backup schedule

100/1000Mbps Ethernet Switch

NFS NFS

Secure Tape Backup Server
- Rely on NFS protocol interface, for AS/400 data backup

- Intel x86 based hardware

- Thales FIPS140-2 Level 3 HSM, key management

- LTO5/LTO4 Tape loader

- Bloombase OS (Linux based)

- Bloombase Spitfire StoreSafe, encryption engine AES-256

- Standalone Backup Software, Tivoli, NetBackup, Dataprotector
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System i5
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AS/400 i520
- OS version: V5R3

Offsite 

Backup Tape
- all data in tape 

are secured by 

AES-256 

encryption



Tape Backup Solution for IBM Storage 

× IBM Tape Library

Thales e-Security

KeyAuthority̢KeyAuthority

IBM TKLM

FIPS 140-2 Level 

3 ̢ 



Policy and Keys are Managed by Data Management Tools in conjunction with Key 

Managers 
Thales e-Security, Inc. Confidential 

Goal: Unified, Comprehensive 

Approach 
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Key Management 

Service 

• Centralized Administration 

• Policy & Key Distribution 

• Key Lifecycle Management 

• Key Sharing and Access 

• Secure Key Archival 

• Centralized Secure Audit 

• Time Stamp Services 

• Set Policy and Rules for 

Key Management 

• Keys managed in 

conjunction with the 

data they protect 

Communications to Key Management Service can be Multiprotocol 
(KMIP, EKMI, SODP, Proprietary, etcé) 



Challenges: Too Many Silos 
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Fragmented approach = higher risk, operational overhead, complex auditing 
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Step 1: Reducing Silos 
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Reduce Overhead and Simplifies Operations in fewer Silos 
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Final Step: Global Key Management 
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Consolidated Key Management Reduces Costs through Centralized Operations 
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Key Management Service (KMS) 

×Defines all aspects of key management 

ÁSecure key storage 

ÁKey lifecycle management 

ÁPolicy-based administration 

ÁAuditing and reporting 

ÁClient interfaces (Protocols) 

ÁTime Services / Accounting 

Thales e-Security, Inc. Confidential 

Service consists of one or more servers  

performing one or more of these functions  



Solution Architecture 

Enterprise Key 

Management Appliance 

•Automated key backup 

•Client-server key replication 

•Security designed to FIPS 

standards (pending) 

•Securely logs operations for 

reliable auditing / compliance  

HTTPS 

Storage or Storage 

Encryption Systems 

•IEEE P1619.3 or vendor-

specific interface (Tivoli) 

•Key sharing in groups 

•Can organize groups into 

separate domains 

P1619.3 Draft 

or vendor specific  

Administrator 

•Web-based console 

•Role-based access 

•Remote smart card 

backup and recovery 
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Host 

Systems 

IBM 

Storage 

Fabric-Based 

Encryption 

Brocade Encryption Switch 

Where Best to Encrypt Data? 
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