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Public key . Microsoft Certificate . Adds internal controls to
infrastructure (PKI) Services (PKI) protect root and
. Entrust Security Manager subordinate-level private
keys

. RSA Certificate Manager

. Accelerates key generation
. Many more

and OCSP responses

Database encryption . Oracle Database . Enable central key
+  Microsoft SQL Server management
. Add internal controls to
protect master keys

Web and application . IMicrosoft Internet . Add internal controls to
servers Information Server protect SSL keys
. Apache Web Server . Accelerate S5L connection
sefups

. Websphere
. Oracle WeblLaogic

. Secure data processing
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nShield Connect #F#&

ERRAE
Physical dimensions: 19” rack unit, 1U, 705mm depth (43.4 x 430 x 705 mm)
Unpackaged weight: 11.5 Kg
Packaged dimensions; 190 x 590 x 890 mm
Packaged weight: 19.5 Kg
Power consumption; up to 1.2A at 110V AC 60Hz or 0.6A at 220V AC 50Hz

BRERE
Normal range: 10to 35 C
Operating range: 5t0 40 C
Storage range: -20to 70 C

FiTH]

Touch wheel

Smart card reader

Vents with easy access to field-replaceable, redundant fans
USB connector for keyboard

Color LCD display and associated soft keys

Power button

Clear button

Warning / Attention indicator lamp
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®H

Dual, hot-swap power supplies

(each with IEC 320 mains socket & rocker switch)

2x 1 Gigabit Ethernet ports

HRA

Public key algorithms: RSA (Key length up to 8192), Diffie-Hellman, DSA, ElI-Gamal, KCDSA, ECDSA, ECDH
Symmetric/Hash algorithms: AES, Arcfour, ARIA, Camellia, CAST, DES, MD5 HMAC, RIPEMD160 HMAC,
SEED, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, Tiger HMAC, Triple

RAE

DES.

PUNRBE B IS EF) vl THEAC B A RE(TPS) B i RERIE2E 47 ~ TEFIRES - P& 28RS R AR
ZMmAFZESE (NIST recommends using RSA 2,048 bit keys from year 2010)

Key length nShield Connect XC Base nShield Connect XC Mid nShield Connect XC High
RSA 2048 bits 430 TPS 3500 TPS 8600 TPS
RSA 4096 bits 100 TPS 850 TPS 2025 TPS
ECC 256 bits 680 TPS 7515 TPS 14400 TPS
g
FIPS 140-2 Level 3
Common Criteria EAL4+
A= FERE=
Windows PKCS#11
Linux Microsoft CryptoAPl / CNG
Virtual Machine Java JCE
Container OpenSSL
nCore
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