NETWORK-CONNECTED HARDWARE SECURITY MODULE (HSM)
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NETWORK CONNECTED HARDWARE SECURITY MODULE (HSM)
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A
« 2% 10/ 100 Ethernet
« RS232, mini DIN serial connection

+ PS/2 keyboard connection

0 H 18 7T

+ High Resolution Graphic LCD
« Two ‘Soft menu keys

+ Scroll / select knob

+ IC Card Reader

R PR /TR I(APIS)
« PKCS#11

+ CSP for Microsoft CryptoAPI
« Java JCA/JCE CSP

* OpenSSL

« BHAPI

» 'nCore' API 'C' or Java

« CHIL

LR
+ SYMMETRIC CIPHERS

= e AES - Rijndael
« AIX, HP-UX, Solaris Arc Four (compatible with RC4)
* Linux CAST
« Windows DES
. Triple-DES
A + PUBLIC KEY CIPHERS
+ Weight 6.4 Kg DSA
+ Standard 1U rack mount El Gamal
N RSA (up 4096 bits)
R o + KEY EXCHANGE
« Input voltage 100-240 AC auto switching DH
« Maximum Power Consumption: 460 watts « HASH AND HMAC
(4 amps at 115 volts AC) MD?2
. MD5
WV
« +10 to +35 degC; 10 to 85% ISQII{PAEIXID 160
relative humidity, non condensing SHA-1
F,:n% £

« FCC: CFR47, Part 15, Subpart B, Class A

« CE: EN55022, Class A; EN55024-1;
EN60950

« FIPS 140-2 Level 3

* RoHS Compliant

* Remote Operator

+ SEE (Secure Execution Engine)

* ISO Smartcard Support

+ Elliptic Curve ['ECC' ] Activation

**http://www.ncipher.com/cryptographic
__hardware/hardware_security _modules/
10/nethsm
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¥ (1024 bit RSA key)
» netHSM 500:500 TPS
* netHSM 2000:2000 TPS



